STAFF REPORT
N\ \*/ 4 INFORMATION ONLY

Introduction to TTC’s Enterprise Risk Management (ERM) Program

Date: September 11, 2015

To: TTC Audit and Risk Management Committee
From: Chief Executive Officer

SUMMARY

This is the inaugural meeting for the Audit & Risk Management Committee (ARM), the
attached presentation is an introduction to TTC’s Enterprise Risk Management Program.

Financial Summary
This report has no financial impact.

Contact

Mohamed Ismail, Principal Risk Advisor
Toronto Transit Commission

Tel: 416 393-2935

Email: Mohamed.Ismail@ttc.ca

Attachments
TTC Enterprise Risk Management (ERM) Program

Staff Report for information on TTC Enterprise Risk Management (ERM) Program



mailto:Mohamed.Ismail@ttc.ca

TTC ENTERPRISE RISK MANAGEMENT (ERM) PROGRAM

3




CONTENT
o

. Why Do We Need Risk Management?

1

2 C ERM Program Plan and Approach
3. TTC ERM Platform- First Priority
4

5

. ERM & Audit
. Next Meeting

Page 2 _@.



WHY DO WE NEED RISK MANAGEMENT?




BACKGROUND

Vehicle
procurement
risk
management

Formal
project risk
management
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RISK MANAGEMENT

(o Learn from mistakes1 W (o Test the system )

e Historical Data : e Challenge
e Are Controlsin SsUMBtions
Place? P

e Are they adequate? * Think outside the box

e Are they effective?

= |

e RCA
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WHY RISK MANAGEMENT?

Oversight

Page 6

Central system for the management of
enterprise risks

A consistent methodology for risk informed
decision making and capital allocation

Ability to direct resources to risks of
greatest significance or impact

Less Surprises!




OPTIMAL RISK-TAKING

Insufficient Optimal Excessive
Risk-Taking Risk-Taking Risk-Taking

Expected
Enterprise
Value

“Sweet Spot”

Risk Level
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RISK MANAGEMENT PROCESS

a) Creates value
Mandate
b) Integral part of > et
ofgmizatlunal processes commitment {4‘2, e———— ‘:m e
—] & shing contex
c) Part of decision making t (5.3) -
d) Explicitly addresses ‘ ]
uncertainty Design of . Risk assessment|(5.4)
framework |
e) Systematic, structured for managing risk ey v -
and timely (4.3) § #+—p| Risk identification (5.4.2) |geta] :
f) Based on the best g _i
available information E 3
Contioual Implementing
g) Tailored improvement risk ‘g + 'g
i management [] «1—» Risk analysis (54.3) |e—t» &
h) Takes human and framework (4.4) § ®
cultural factors into (4.6)
account §
=
i) Transparent and inclusive] §
¥
i) Dynamic, iterative and '::‘;'::::: 4> Risk evaluation (5.4.4) |g—tp
responsive to change
g e . of the
k) Facilitates continual ra ":B;'D'rk
improvement and (4.5)
enhancement of the ¥
organization - Risk treatment (5.5)
Principles Framework
(Clause 3) (Clause 4) Process
(Clause 5)

Page 8




PLAN & APPROACH




ERM OBJECTIVES ~

* Integrate risk management into the TTC's culture and
business processes

 Monitor and diligently maintain the integrity and
effectiveness of risk controls

e Communicate and provide visibility to risk

* Inform strategic decision making including the
prioritization of capital
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TTC ERM ROADMAP
o

Driven by international best practices, APTA’s audit report,
and feedback received from the Auditor General, the TTC
has developed an ERM Roadmap to Maturity.

Page 11 i@%
N\ Yy 4



TTC ERM FEEDBACK
o

APTA:

APTA is very much encouraged that TTC is moving in what
we see as the right direction on managing commission risk
which will include some safety risk at the higher levels.
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TTC ERM FEEDBACK
o

Auditor General — City of Toronto:

There are a number of existing software applications to
facilitate enterprise risk management. To our knowledge,
(within the city) only the TTC has acquired a software
platform to facilitate monitoring, communication, and
reporting of their ERM program.
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APPROACH
o

e Focus on significant risks
e Top down & bottom up
e Detailed analysis & tracking

e (lear risk and control ownership
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APPROACH

Cover the entire
organization
between 2015-2017

ERM Program status
at the end of 2017

a ~ a ~
Safety risk: Approached,
department or group educated and trained
levels with safety all TTC groups and

staff departments
\ y, \ y,
a ~ a ~

Every group and
department would
have an assigned risk
champion
\ y, \ y,

Business risk:
department level risk
workshops

4 ™ 4 ™

_— Top risks identified
|__ Corporate risk: group B e

level workshops would be analyzed

\ / A\ /
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TTC ERM PLATFORM - FIRST PRIORITY




BENEFITS

Provides a

central Manages risk

system for the ownerships

management and control
accountability

of enterprise
risks

Provides a
platform for risk
communication

and reporting
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Facilitates
effective
performance
monitoring,
measurement
and review

Monitors

effectiveness

Provides a
proven, logical
structure to
qualitative risk
assessment




SOFTW

ARE EXAMPLE

E S m
g , Subway preventive
bt e " maintenance program
P v
Y T — A
| Track preventive | - - .
Track defects ——* maintenance program i—'Track Patrol Inspection —* Asset inspection train ——
> v : v e v
35 [5)
| L
Excessive speed »  Grade timing |—* Speed control system ——
» v , ¥
% )

Track Obstruction ——*

D
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Controlled access ——*®  Physical barriers ’—kTrack Patrol Inspection ——
vl v v

Subway derailment

Bow Tie Scorecard

Calculated Residual

‘ 1 9 1 This is the score possible with the controls in
) place represented in the Bow Tie.

Vehicle design

/1

v | ¢

—

[ [
—*  Shuttle bus service ———— E“:u"sd;:;g:“
0 | ¢

[E i

Insurance

——*  Financial loss
v i
‘ [
i | — t
» Communication | Adverse media
response coverage
W ¢
e [ .
L |
s Insurance ~ ———+  Assetdamage




RISK ANALYSIS EXAMPLE

TTC Risk Summary & Listing FIRST PRIORITY
Corporate: Subway derailment

RISK IDENTIFICATION TTCRK15040056 RISK ASSESSMEN

Classification(s) Description Register Risk Owner Minimal Minor Moderate Major Catastrophic Disastrous
Hazardous Events Chief Operating Officer’s Chief Operating
Office Officer Frequent
RISK ANALYS —
Causes % | Cause Controls Status Eff. Conf. |Control Owner
Excessive spead (35)| 1- Grade timing v 70 80 |Head of Subway .
Infrastructure Occasional
2. Speed control system v .gu ' Head of Subway
Infrastructure Remote
Track defects (30)| 1- Asset inspection train 'y 70 @ Head of Subway
Infrastructure Improbable
2. Track Patrol Inspection v 150 i Head of Subway
fnfrasincke @ Residual @ inherent
3. Track preventive maintenance v 70 @ Head of Subway
program Infrastructure Context Type Likelihood Severity Score Owerall
Track Obstruction (25)| - Controlled access v @70 @ Head of Plant Maintenance et Dt (et} Fratmic ) Dt 15 10 | Very High
<. Physical barriers v 50 @ Head of Plant Maintenance s P i Gk e o Wery High
Opjecthve Peopie (inherenty Frobabie (&) Miajor (4] 2 High
2. Track Patrol Inspection v 50 @ Head of Subway
Infrastructure Objective Azzets (inherent) Frobable (&) Cakxstrophic {55 a High
Wehicle defect (107] 1- Subway preventive v @S0 @100 |Head of Rail Cars/Shops S e p— A ki 8 High
maintenance program Oojective Francial Sustainabisy (Inherent) Frobabie (4} Catastrophic (5] =] High
Consequences Consequence Controls Status Eff. Conf. |Control Owner R RN o e EEnatim £~ 10 | Very High
Adverse media (1} | ¥- Communication response b 50 @ Executive Director Corporate || Onectres Satety (Residuad ot 20 Dezazrous (£) S High
coverage Communications Cinjective Cuztorer (Residual) Smrmots (2) Disazsrous (E) 8 High
Asset damage (1} | V- Insurance v . 100 @ Director Treasury Services Cinpecthe Pecoie (Resdual) Sermote (2) MASior (4] (51 Medium
Extended service (1) | 1- Shuttie bus service v @320 9 Head of Bus Transport Cbjective Assets (Residual) Femcle: G2 Catsstraphic 5) 7 Serious
Suspension Objective Growth (Residual) Remote () Aiajor 14) 8 Medium
Fatalities (1) | *- vehicle design v 50 Chief Vehicle Engineer (Rail Objective Frarciy Sushimasbility (Residual | Remce @) ASoomracs (3] 5 Medium
Cars/Shops)
Objective Reputaton (Resgual) Remoee (2) Desastrous () ] High
Financial loss (1} | ¥ Insurance v . 100 @ Director Treasury Services Pr— = e ———— = = D = =28 Very High
Crvmrant Residuy Overal Asseszment Samote Catastrogiic {1l Seri
RISK ACTIONS e AL | Seene
[Action Action Owner Due Completed
1. Asset inspection train Head of Subway Infrastructure 04-30-16
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RISK DASHBOARD EXAMPLE
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TOP RISKS UPDATE (EXAMPLE)

TTC

Title: Bus collision during revenue service
Register: Bus Transportation
Owner:Head of Bus Transport

Current Status: Assessing

Previous Report Status: New

Top Risks Update

Inherent: 240
Current: 226
Residual: 192

300

First Priority

250

200
150
100

50

o-

10062015 100622015 1006/2015 1006720135
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ERM & AUDIT




INTERFACE OF INTERNAL AUDIT & ERM ~

 |nternal Audit will use the TTC risk register as a source
for the risk-based audit plan

e |nternal Audit will work with RMO to add risks of
significance that are not already identified

* |nternal Audit will request verification or evaluation of
risk assessments not deemed reasonable

e Audit findings will be fed back into the ERM
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NEXT MEETING




NEXT MEETING o

* Risk Governance

e How TTC scores risk
e TTC’s Risk Appetite
e TTC’s Top Risks
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THANK YOU
@

Questions?
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